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Intel on Demand

Real-time intelligence Benefits

Every day, cybersecurity defenders are faced with many different questions: How does this new
threat impact us? Are there data leaks we don’t know about? How can | better optimize my security
tools? What threats will likely impact our industry in the future?

If your team needs answers to these questions, the Talos Intel on Demand service is for you. Available
as part of the Cisco Talos Incident Response retainer, Intel on Demand allows you to summon the full
investigative power of Talos to answer your questions about specific risks to your organization, such as
new ransomware variants, vulnerabilities and exploits.

With Intel on Demand, you can get ahead of potential threats across a wide range of areas and
receive actionable information — focused on your specific needs and business objectives —
to supplement your in-house intelligence.

Example topics

Specific ransomware, malware or threat actor overviews
Intelligence regarding specific exploits or vulnerabilities

Customized security best practices overview and guidance on how to utilize the latest
technologies available

Investigation of customer brands within DeepWeb and DarkNet marketplaces and forums for
leaked data and/or malicious chatter
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Request new and novel
customized research into
specific threats

Gain direct access to Talos
Intelligence analysts who
consult with you to provide
in-depth review of the latest
relevant research

Receive intelligence and
insights delivered by a
Talos Intelligence analyst

Have greater insights into threat
intelligence so your team can
drive changes to better protect
your organization
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Case study

' Challenges . Solution

- Large industry-wide » Intelligence briefing from experienced
cybersecurity event Talos IR consultants and analysts
Abundance of government = Specific indicators of compromise
and private-sector research within Talos global telemetry
guidance - Plan of action review based on
Unclear if the organization government and private sector guidance
is at risk or affected - Review of product alerts
Unclear prioritization - Prioritization of mitigation
for mitigation and responses with a dedicated

incident response consultant.

Actionable information improves security

Talos IR’s Intel on Demand service is fully customizable to your needs. We’re here to provide you
with any intelligence you don’t currently have in house. We help your team fully understand the vast
complexities of potential compromises - both now and in the future.

A Talos Intelligence analyst will work with you to confirm business objectives, determine logistics
and uncover any additional background information they need to further research the topic at hand.
Next, they will perform investigations using a variety of available telemetry and intelligence to collate
their research in a consumable and actionable way. Once the research phase is complete, the Talos
Intelligence Analyst will meet with you to deliver their findings.

Outcome

Additional threat intelligence
context for increased
awareness and confidence

Identification of customer-
specific prioritized actions
or investments

Potential for compromise
assessment or emergency
response if research finds
indications of compromise in
customer telemetry

Next steps
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For more information on Cisco Talos
Incident Response Retainer Service:

Contact us:

Contact your dedicated Cisco
sales representative.



